
DOWNLOAD

INSTALLATION

Windows

Download and install the executible file

Windows users need to install the MailWasher Conduit. This can be found in your windows menu.
"Start->Program Files->Mailwasher Enterprise server->Install the Microsoft Exchange 
Mail Conduit". 

Note: During install you don't need to change any of the defaults here unless you're using a 
different port or box. 

 

Download MailWasher Enterprise Server
(MWE) for Windows or Linux.

http://www.mailwasherpro.de/


Linux

as root
# tar -xvzf [mwes version].tar.gz
# cd [mwes version]
# ./install

start/stop
# /etc/init.d/mwesd start|stop

logs
# /var/log/mwes/ 

The Linux version uses the sendmail milter interface 

Example. 

Edit /etc/mail/sendmail.mc and add the following 

INPUT_MAIL_FILTER(`mailwasher_server', `S=unix:/opt/mwes/mpd.sock, F=T, 
T=S:60s;R:60s')dnl define(`confINPUT_MAIL_FILTERS', `mailwasher_server')dnl 

then rebuild mc file to create cf file. 

Also edit /etc/mwes.conf 

# milter specific defines
milter_port=unix:/opt/mwes/mpd.sock 

RUNNING MAILWASHER ENTERPRISE FOR THE FIRST TIME

By default a 30 day trial period is setup on installation.

On completing the installation, a browser window will launch taking you to your login 
screen http://[company.site]:4044 

The default login is: 
UserID: admin 
Password: password 

Please login and change this to something more secure. This can be found in the "settings"-
>"admin details". This account will allow you to control the administration priviliges. Do not give 
this out to users. 



ACCESS PORTS

Please make sure you have not firewalled these ports

4044 - Web interface
25 - smtp
4051 - FirstAlert!
4050 - MailWasher Conduit (local)

USING MAILWASHER ENTERPRISE

Quarantine

After login, you'll be taken to the Quarantine screen where you can search for emails and if 
necessary, rescue them. All rescued emails are sent to the original recipient.

For the users, this is used as a global user account and allows many users to access the 
quarantine screen, to search and rescue any emails. To give users access to the quarantine 
screen, setup login details at the "settings"->"user details" screen.

Note: Per-user quarantine coming soon. 



Filters

You can setup whitelists, blacklists and RBL's to help filter email. Wildcards can be used such as 
*@company.com 

Note: You don't need to add your email address or domain to the whitelist, as MWE will detect 
that you're working from a local lan. Spammers frequently use your own email address to bypass 
filters, so leave them off the whitelist. 

TROUBLESHOOTING

If you installed MailWasher Server to the default location a log file is created "C:\Program 
Files\MailWasher Enterprise Server\logs\"
See below for changing the level of debug logging.
If you find a problem, please zip this directory up and send it to us atnick.bolton@firetrust.com 

There's also the forum for any questions. 

Any other problems please email us. 

INSTALLING UPGRADES

Before upgrading always stop the conduit first, then the service, backup the data "C:\Program 
Files\MailWasher Enterprise Server\" and then install the new version. 

MISCELLANEOUS

If you want to change the logging level. Default is 2 (normal)

0 = Full
1 = Partial
2 = Normal
3 = Warnings
4 = Errors

mailto:info@anti-virusspamhack.de
http://forum.firetrust.com/viewforum.php?f=41
mailto:nick.bolton@firetrust.com


Linux: /etc/mwes.conf
change log_level=2

Windows Registry "HKEY_LOCAL_MACHINE\SOFTWARE\Firetrust Limited\mwes"
Change log_level=2

Restart MailWasher

Change the default port
Add the following line to mwes.conf 
listen_port=80  


	DOWNLOAD
	Windows
	Linux
	RUNNING MAILWASHER ENTERPRISE FOR THE FIRST TIME
	ACCESS PORTS
	USING MAILWASHER ENTERPRISE
	Quarantine
	Filters
	TROUBLESHOOTING
	INSTALLING UPGRADES
	MISCELLANEOUS

